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A new ransomware attack 
occurs every 10 seconds.1

$25,000 is lost every minute 
due to phishing attacks.2
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It’s growing exponentially
In the United States, 

cyberattacks increased 
by 57% in 2023.3

57%
U.S. healthcare experienced a 
74% jump in cyberattacks and 

education a 44% increase.3

Average downtime from 
a ransomware attack 
increased to 22 days.4

The average cost of an 
SMB ransomware attack 

was $1.2 million.5

Phishing attacks were 
the leading cause of 

ransomware in 2023.6

277 is the mean number of 
days it takes to identify and 

contain a data breach.7

277
48 is the average days it 

takes to remediate web app 
critical vulnerabilities.8

In 2023, organizations that 
were able to detect and 
contain a breach in less 
than 200 days saved an 

average of $1.76 million.7

92% of all malware is 
delivered via email.6

91% of phishing-related 
mobile breaches occur via 
SMS phishing (smishing) 

and social media attacks.6

Phishing accounts 
for over 36% of all 
data breaches.6

Healthcare and financial 
services credentials are 

among the most valuable on 
the dark web, with prices as 

high as $120/ account.9

On average, a customer PII 
costs $165 per record.7

Microsoft 365 and Google 
Workspace credentials are 
among the most sought-

after on the dark web, with 
prices ranging from $1 to 

$30 per account.10

62% of compliance leaders 
say the largest 3rd-party risk 
for their org is cybersecurity.11

62%
94% of SMB business 
owners rank security a 

top priority.12

94%
62% of IT decision-makers 
believe phishing attacks are 

their top security threat.13

62%

Human intelligence and 
comprehension is the best 
defense against phishing.16

57% of breaches involve 
vulnerabilities where a patch 
is available but not applied.15

Cybersecurity prevention 
efforts can save businesses 

up to $1.8 million per attack.14

$1.8M
57% of organizations do 
not have a CyberSecurity 
Incident Response plan.17

When it comes to cybersecurity, inaction can be costly. 
Talk to a TPx specialist to see how we can help.
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